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Roadmap

• Motivation

• Methodology

• Overview

• Scams by category
◦ Ponzi schemes (aka high-yield investment programs (HYIPs))
◦ Mining scams
◦ Scam exchanges
◦ Scam wallets

• Scam Comparison and Discussion

• Conclusion
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Methodology

• Define scam:
◦ Fraudulent by design

• Find potential scams

• Refine list down to scams as per our working definition.

• Find useable Bitcoin addresses for scams

• Measure money in/out of relevant addresses
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Find Potential Scams
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Find Potential Scams
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Refining Scam List
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Refining Scam List
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Refining Scam List

16 of 37



Scams – Summary Statistics

• 349 potential scams

• 192 fit our scam definition

• 39 had findable, useable addresses

• Categorized scams in 4 categories:
◦ Ponzi Schemes (HYIPs)
◦ Mining Scams
◦ Exchange Scams
◦ Wallet Scams
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Scams – What Can Be Observed

Victim Victim Scammer
Pay in Payout Payout

HYIPs X X derived
Mining scams X derived derived
Scam wallets X
Exchange scams X
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Three Types of Ponzis

1. Traditional HYIP (see Moore, Han, and Clayton – FC ’12)

2. Bridge HYIP

3. Bitcoin-only HYIP
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HYIPs – Summary Statistics

Bridge HYIPs Bitcoin-only HYIPs

# Scams 9 23
Median lifetime (days) 125 37

Victim pay in
# address groups (total) 9 410 3 442
# address groups (median) 298 157
Amount paid (total) $6 456 593 $842 909

Payout to victim
Amount paid (total) $3 464 476 $802 655

Payout to scammer
Amount paid (total) $2 992 117 $40 254
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Mining Scams

Name Source Income (BTC) Income (USD)

Labcoin Blockchain 241 48 562
AMC BitFunder 18 041 1 327 590
Ice Drill BitFunder 14 426 1 558 008
Asic Mining Blockchain 12.6 5 532
Dragon Miner Blockchain 1.63 1 019
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Exchange Scams

Scam Lifetime Payout to scammer
Days Alive? BTC USD

BTC Promo 98 yes 44 $22 112
btcQuick no 929 $73 218
CoinOpend 29 no 575 $264 466
Ubitex 91 no 30 $96
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Typical Wallet Ruse

1. Victim deposits bitcoin into scam wallet.

2. If the amount of money falls below the threshold, the money stays.

3. If the amount of money is above the threshold, the scammer
moves the money into her own wallet.
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Wallet Revenue (BTC)
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Wallet Revenue (USD)
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Revisiting Scam Categories

Scam category Scam $$ Hook

Bridge HYIPs $6.5M (in/out) Greed
BTC-only HYIPs $840K (in) Risk appetite, greed
Mining scams $2.9M (in/out) Advanced-fee fraud
Wallet scams $360K (out) Information asymmetry
Exchange scams $455K (out) Information asymmetry
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HYIP Inequality
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Scam Inequality
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Scam Inequality
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Policy Options

Why do scams matter?

• There are many victims

• Substantial amounts of money is being lost

• Scams undermine trust in the ecosystem

What should we do?

• The scams are clearly illegal

• The choice is whether to invest more resources in enforcement
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Conclusion

• We studied four types of scams: Ponzi schemes, mining scams,
scam wallets and fraudulent exchanges.

• Block chain enables us to quantify the lower bound of harm

• $11 million from at least 13 000 victims over 42 scams

• Indirect harm – undermines trust
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Questions?
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