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Profits of Ponzis
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2015 Paper: Conclusions

• Developed manually intensive methodology for 
measuring profits of Bitcoin scams 

• Found $11 million revenue over 42 scams 
• Indirect harm from scams — undermine trust in the 

Bitcoin ecosystem
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Measuring the Supply and 
Demand for Bitcoin Scams
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Data Collection 
Methodology

• Crawled 11,424 threads on the three subforums of 
bitcointalk.org: 
• Scam accusations 
• Gambling: Games and Rounds 
• Gambling: Investment Games 

• Refined this further to find 1,780 scams advertised 
through 1,804 ponzi-registered domains as well as 
1,448 Bitcoin addresses collated from 2,617 
threads.

http://bitcointalk.org


Lifetime of Scams
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Scammer Interaction
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Identifying shills
• Shills: users which we believe are the attacker 

under a different name 

• Finding ground truth on shills: manually inspect 
threads, look for unusually positive posters & strong 
but false or unverifiable information 

• Use forum history (only posts about one scam) to 
identify most of these users
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Shill Interaction
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Scammer Forum History
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Ponzi Victims over Time
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Forum History of Ponzi Victims

16



Forum History of Ponzi Victims
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Cox Proportional Hazards 
Model

• Lots of measurable variables seem to affect lifetime 
— but which variables are responsible? 

• A proportional hazards model lets us disentangle 
the effects of various measures on lifetime.

• Dependent variable: lifetime 

• Independent variables: explanatory factors
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Cox Proportional Hazards 
Model: Independent Variables
• daily # victim comments

• Number of victim comments over the lifetime of the scam. 
• daily # scammer comments

• Number of scammer comments over the lifetime of the 
scam.  

• shill has posted?
• True if a “shill” has posted anywhere in the thread. (30% of 

the time) 
• same day account

• True if the scammers’ bitcointalk account was registered the 
same day as the original post for the scam. (43% of the time)
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Cox Proportional Hazards 
Model: Results
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coef exp(coef) 95% CI p value 

Daily # 
victim 

comments
0.028 1.029 (1.022, 1.036) <<0.0001

Daily # 
scammer 

comments
0.022 1.022 (1.002,1.043) 0.034

Shill has 
posted? -0.846 0.429 (0.385, 0.479) <<0.0001

Same day 
account 0.374 1.1453 (1.320, 1.599) <<0.0001

Log-rank test: Q=4389.2,  p<<0.0001, R2 = 0.218



Conclusions
• Developed semi-automated methodology for 

finding Bitcoin Ponzi schemes 
• Found over 1,700 of these scams, half of which end 

within a week of being started.  
• Frequency of victim and scammer posts is 

negatively correlated with scam survival 
• Forum history positively correlated with scam 

survival
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