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Thesis Contributions and 
Talk Outline

• Thesis: We measure cybercrime activity in the Bitcoin ecosystem to 
better understand attacker motivation and efficacy of various crimes 
and countermeasures. 
• Ch. 2 - Bitcoin Primer (covered in proposal)  
• Research Questions (covered in proposal) 
• Ch. 3 - Measuring Denial-of-Service Attacks in the Bitcoin Ecosystem 

(covered in proposal) 
• Ch. 4 - Measuring the Profits of Bitcoin Scams (covered in proposal) 
• Ch. 5 - Measuring the Supply and Demand for Bitcoin Scams (new) 
• Ch. 6 - Measuring the Use and Abuse of Brain Wallets (new) 
• Ch. 7 - Conclusions
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Bitcoin
• Bitcoin is a public, digital, decentralized currency. 
• Public 

• Every transaction (past or current) can be read by anybody. 

• Digital 
• There are no bills, only bits to represent transactions. 

• Decentralized 
• Bitcoins are mined, not minted, by a collection of actors, not a central bank. 
• Anybody can create an account and receive bitcoin. 
• Anybody can try to mine bitcoin.  
• Rules are set by computer code and changed upon a consensus of the 

actors.
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Why Scammers Use Bitcoin
• Lower fees (more profit for criminals) 

• Large userbase (compared to other digital currencies) 

• Easy to get (can exchange Bitcoin for cash on the street) 

• Distributed system (no Bank of Bitcoin to forcibly shut down) 

• Less direct regulatory oversight (anti-money laundering 
efforts only on some endpoints)
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I use the public nature of Bitcoin to directly measure 
cybercrime.
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Security Economics
• Security economics literature has identified several 

key reasons for security failure: 
• incentives: profit motivated attackers [Ch. 3-6] 
• information asymmetries: hard to ascertain 

whether service is legitimate or not [Ch. 4-5] 
• externalities: when harm is directed elsewhere; 

DDoS attacks [Ch. 3]; can’t trust the ecosystem 
[Ch. 4]
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Cybercrime Measurement
• Large body of research on improving understanding of how 

cybercriminals operate so that we might more effectively 
dismantle their networks: 
• DDoS attacks: existing work measuring, categorizing 

DDoS attacks  
• HYIPs: Moore et al. monitored over 1000 scams and 

estimated their profits using inferred approximations 
• Passwords: existing work on password dumps, which 

passwords are being used, frequency of password use 
• This thesis contributes to the knowledge on these threats by 

studying their prevalence in the Bitcoin ecosystem
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Research Contributions
• Method to collect cybercrime data: 

• Inferring DDoS attacks from user reports 
• Reliable estimation of attack targets and date  

• Analysis of gathered data: 
• Summary statistics of prevalence over time 
• Quantifying impact of attacks (on mining pools 

and exchanges)
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Measuring Denial-of-Service 
Attacks in the Bitcoin Ecosystem 
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Reported DDoS over time by 
category
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Chapter 3 Conclusions
• Developed methodology for measuring DDoS on 

Bitcoin services  
• Found circumstantial evidence for profit-motivated 

DDoS attacks on the Bitcoin ecosystem 
• Data produced for this chapter already used by other 

researchers to advance understanding of DDoS 
impact 
• Feder et al. (WEIS 2016) found that the distribution 

of the daily trading volume at Mt. Gox becomes less 
skewed (fewer big trades) after DDoS attacks
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Research Contributions
• Method to collect cybercrime data: 

• Find candidate scams using aggregated defender data 
• Confirm scams through manual inspection 
• Measure money in/out of scams using data from the public 

Bitcoin blockchain 
• Analysis of gathered data: 

• Construct taxonomy of scam categories and document 
prevalence and revenues 

• Provide first longitudinal analysis of HYIP cash flows and 
victim losses
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Measuring the Profits of 
Bitcoin Scams
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Profits of Ponzis
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Bitcoin Wallet Scams
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Bitcoin Wallet Scams: Profit
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Chapter 4 Conclusions

• Developed manually intensive methodology for 
measuring profits of Bitcoin scams 

• Found $11 million revenue over 42 scams 
• Indirect harm from scams — undermine trust in the 

Bitcoin ecosystem
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Research Contributions
• Method to collect cybercrime data: 

• Gather candidate scam data directly from scammer 
advertising venues 

• Automatically confirm scams by inspecting payout 
mechanisms 

• For confirmed scams, collect usage, performance and 
demographic indicators from forum posts 

• Analysis of gathered data: 
• Describe supply-side characteristics of scams, scammers 
• Describe demand-side characteristics of victims
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Ch 4 and Ch 5 Differences
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Ch 4 Ch 5

Identify candidate scams using 
aggregate defender data

Identify candidate scams using 
attacker advertisement sources 

False positives are not scams False positives are postings which 
are about gambling

Only include scams with Bitcoin 
addresses

Only include scams with URLs or 
Bitcoin addresses

Manually intensive scam 
identification

Semi-automated scam 
identification

Consider a variety of scam types Only consider Ponzi schemes



Measuring the Supply and 
Demand for Bitcoin Scams
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Data Collection 
Methodology

• Crawled 11,424 threads on the three subforums of 
bitcointalk.org: 
• Scam accusations 
• Gambling: Games and Rounds 
• Gambling: Investment Games 

• Refined this further to find 1,780 scams advertised 
through 1,804 ponzi-registered domains as well as 
1,448 Bitcoin addresses collated from 2,617 
threads.
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Lifetime of Scams

31

1 5 10 50 100 500 1000

0.
0

0.
2

0.
4

0.
6

0.
8

1.
0

Days on Forum

Su
rv

iva
l P

ro
ba

bi
lit

y



Lifetime of Scams

32

1 5 10 50 100 500 1000

0.
0

0.
2

0.
4

0.
6

0.
8

1.
0

Days on Forum

Su
rv

iva
l P

ro
ba

bi
lit

y



Scammer Interaction
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Identifying shills
• Shills: users which we believe are the attacker 

under a different name 

• Finding ground truth on shills: manually inspect 
threads, look for unusually positive posters & strong 
but false or unverifiable information 

• Use forum history (only posts about one scam) to 
identify most of these users
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Shill Interaction
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Scammer Forum History
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Ponzi Victims over Time
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Forum History of Ponzi Victims
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Forum History of Ponzi Victims
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Cox Proportional Hazards 
Model

• Lots of measurable variables seem to affect lifetime 
— but which variables are responsible? 

• A proportional hazards model lets us disentangle 
the effects of various measures on lifetime.

• Dependent variable: lifetime 

• Independent variables: explanatory factors
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Cox Proportional Hazards 
Model: Independent Variables
• daily # victim comments

• Number of victim comments over the lifetime of the scam. 
• daily # scammer comments

• Number of scammer comments over the lifetime of the 
scam.  

• shill has posted?
• True if a “shill” has posted anywhere in the thread. (30% of 

the time) 
• same day account

• True if the scammers’ bitcointalk account was registered the 
same day as the original post for the scam. (43% of the time)
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Cox Proportional Hazards 
Model: Results

42

coef exp(coef) 95% CI p value 

Daily # 
victim 

comments
0.028 1.029 (1.022, 1.036) <<0.0001

Daily # 
scammer 

comments
0.022 1.022 (1.002,1.043) 0.034

Shill has 
posted? -0.846 0.429 (0.385, 0.479) <<0.0001

Same day 
account 0.374 1.1453 (1.320, 1.599) <<0.0001

Log-rank test: Q=4389.2,  p<<0.0001, R2 = 0.218



Chapter 5 Conclusions
• Developed semi-automated methodology for 

finding Bitcoin Ponzi schemes 
• Found over 1,700 of these scams, half of which end 

within a week of being started.  
• Frequency of victim and scammer posts is 

negatively correlated with scam survival 
• Forum history positively correlated with scam 

survival
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Research Contributions
• Method to collect cybercrime data: 

• Generate large corpus of candidate passwords/
phrases 

• Efficiently use blockchain to study attacker draining 
behaviors 

• Analysis of gathered data: 
• Use Bitcoin to quantify passphrase selection 
• Measure attacker draining performance using 

timing data
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Measuring the Use and 
Abuse of Brain Wallets

RANDOM
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Measuring the Use and 
Abuse of Brain Wallets

RANDOM?
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Bitcoin Wallets: a Universal Bug Bounty
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Bitcoin Wallets: a Universal Bug Bounty
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Bitcoin Wallets: a Universal Bug Bounty
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Measuring the Use and 
Abuse of Brain Wallets
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Password Corpora:                  
3.9 trillion Candidate Passwords
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Brain Wallet Usage
• 1,730 distinct brain wallets 

• 1,686 passwords and passphrases 

• 2,846 BTC (approximately 261K USD) 

• Notable Passwords/phrases: 

• This string contains 0.25 BTC hiding in plain sight. 

• “” 

• how much wood could a woodchuck chuck if a woodchuck 
could chuck wood
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New Brain Wallet Usage by 
Month
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Brain Drain Time
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Brain Wallet Drains over Time 
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Draining: Passphrases vs. 
Passwords
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Chapter 6 Conclusions
• Developed methodology for measuring the use of 

brain wallets and their subsequent drains. 
• Tested 3.9 trillion candidate passwords and 

passphrases. 
• Found 1,730 brain wallets using 1,686 different 

passwords which have received 2,846 BTC 
(approx. $261K). 

• Nearly all drained, many within seconds.
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Chapter 6 Conclusions
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“DO NOT USE BRAINWALLETS”
https://en.bitcoin.it/w/index.php?

title=Brainwallet&oldid=61264



Chapter 6 Conclusions
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“DO NOT USE BRAINWALLETS”
https://en.bitcoin.it/w/index.php?

title=Brainwallet&oldid=61264

Now… with Science!

https://en.bitcoin.it/w/index.php?title=Brainwallet&oldid=61264
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Thesis Contributions

• Thesis: We measure cybercrime activity in the Bitcoin 
ecosystem to better understand attacker motivation 
and efficacy of various crimes and countermeasures. 
• DDoS attack prevalence and impact 
• Bitcoin scam prevalence and profit 
• Brain wallet prevalence and drainer profit
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Thanks!
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Questions?
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